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Cloud computing has garnered a lot of attention recently.

Whether we're talking about Microsoft Azure, Amazon S3,

Google, or some other underlying platform; cloud-based

applications offer us the promise of reduced infrastructure

costs and access to information and services from anywhere.

While these new approaches offer us new capabilities, they

also offer us new challenges. As software architects we need to

consider the new security issues created by this model.

Currently, there is no accepted general industry definition of

what it means to be a “cloud computing application”. A modest

definition might be: “an application that uses Internet-based

services for storing or otherwise processing your data.” By this

definition, even email qualifies as a cloud based application,

since a typical email topology includes an IMAP or POP server

that is exposed to the internet, and a client that accesses the

cloud based services, allowing the user to view and manage

email messages and folders. Much more ambitious

applications, from photo editing to complete office suites and

business work flow engines have come into being using the

Software as a Service model in the last few years. However,

even a relatively simple application like email should prompt

us to consider how to can handle the security of information

managed by the application.

Information security can be broadly grouped into three

categories: availability, confidentiality, and integrity.

Availability

When we consider availability, we're making sure that

information is available to authorized users when and where

they need it. Cloud based applications offer us easier

accessibility, since their services are available anywhere the

Internet is. Availability is another question. Once our

application makes use of services on the Internet, which are

probably provided by third parties, we should consider

questions such as:

o What happens if the company providing the solution goes

out of business? Can we retrieve our information or is it

locked up in such a way that it's impossible to get?

o What happens the company providing the solution refuses

us access, for example, if it decides we've violated their

terms of service.

o What if we decide to move our information to another

service provider? How portable is the data?



o How viable is the business providing the service to us?

Will they survive an economic downturn?

o Where are we in the priority order of their customers? If

we have technical problems, how much pull do we have?

Will we be able to get our problems resolved and how

much influence will we have in the future direction of the

services provided? What is the SLA and is the company

able to support it?

o Who owns, from a legal point of view, the content we

place in their hands?

Some availability questions that we are used to asking may

now be harder to answer. We may have a very good idea

within our company what the network capacity is and how our

backup procedures work. Will the third party providing

services tell us what their capacity is and let us review their

backup procedures?

Confidentiality

When we consider the confidentiality of information we aim to

ensure that only authorized users have access. With an in-

house computing environment we have a pretty good idea who

has access to our hardware and systems. With a cloud

computing application this isn't necessarily the case. Our cloud

service provider might be unwilling or unable to tell us the

identity of their other customers. Those same customers could

conceivably gain access to our information.

Some other considerations are:

o Where is the service hosted? Is it in a data center that has

passed external audits for controls?

o What are the change control procedures associated with

implementing a change to the service?

o Who has access to our information and under what kind of

controls? When do developers, testers, or support staff

have access to our data and for what purposes?

o Is the service or application using a multi-tenant model? If

so, what controls are in place to ensure that one customer

can't see or modify another customers data?

o What measures are taken to protect data when in transit

through the network? Is data encrypted as it is passed from

system to system?

Integrity

Integrity means ensuring that our data is consistent, is changed

only by authorized users, and that these changes can be

verified. In a cloud based environment, we may need to

consider the security of the network. Is there a possibility of an

attacker replaying, re-routing, or modifying our traffic. Even if

our traffic is encrypted, an attacker might be able to block our

traffic altogether. Have we placed our data in a multi-tenant

application where another user can intentionally or accidentally

modify it because of a flaw in the solution provider's code? Is

non-repudiation a feature of the hosted system?

How do we as software architects address these issues? IT

security practitioners organize security approaches, or controls,

into three categories: technical, administrative, and physical.

When we consider the issues of integrity, confidentiality and

availability we should consider whether controls from one or

more of these categories will help us.

Technical controls apply technological solutions to information

security requirements, such as encrypting data and restricted

user interfaces. For a cloud-based application looking to

protect confidentiality and integrity of information as it

traverses the Internet, this could include using the HTTPS

protocol or other encrypted communication channels if we’re

not using HTTP.

Administrative controls use policies, standards and guidelines

to protect information. For example, availability concerns for

our information in a cloud-based application could prompt us

to seek service level agreements from our service providers,

clear contracts that spell out issues like ownership of

information, and escrow arrangements for software, should our

service providers exit the business. If our cloud-based

application makes use of services provided by third parties,

administrative controls may well figure prominently in our IT

security strategy.

Physical controls include segregated networks and off-site

backup copies, locked rooms and restricted physical access.

For example, we may decide to maintain our own backups of

information that we store in the cloud.

Cloud-based computing may force us to change the set of

controls we employ to protect our information. Where before

we may have favored a technical control, such as off-site

journaling of database transactions, we may now be forced to

accept an administrative control, such as contractual terms that

mandate what actions our service provider will be obliged to

perform.

Some of these issues are similar to those we would consider for

an outsourced solution. That's not a coincidence, since we're

now outsourcing potentially large parts of our application.

Some of these questions are new because before we owned the

entirety of our application. Before, we were never forced to

consider who owns the content we created. With a cloud-based

application, this may be a concern. In the past we, as architects,

may have had the luxury of paying less attention to the

security of information as it moved from one layer to another

in our systems because it never left our server and was never

really in jeopardy. With a cloud-based application, the next

layer may be on another server owned by another company on

another continent.



With cloud-based computing, we will be forced to consider

alternate controls to achieve security goals, and faced with new

security challenges that need to be addressed. The software

architect will need to evaluate the goals of the application and

the organization with respect to the integrity, confidentiality

and availability of information. Only then can the right mix of

security controls be chosen that will best achieve these goals.

In some cases, cloud computing will change the controls that

we can apply to the problem. In others it will provides us with

new and better controls.

Amazon.com is a well-known and successful online retailer,

but you may not know that the company offers much more to

IT architects than just a good book store. In recent years,

Amazon has exposed elements of its technology platform to the

public through a set of cloud computing services known as

Amazon Web Services (AWS). These resources are available

on a pay-as-you-go rental basis, and are designed to act as

highly-scalable building block components for augmenting or

replacing traditional computing systems. With AWS it is

possible to move your IT infrastructure and applications into

the cloud; should you?

In this article I will provide a broad overview of Amazon’s

infrastructure services and will discuss some of the

implications of building applications on top of AWS. I will

start with a brief description of the services that offer the most

potential for building scalable, flexible and cost-effective

cloud-based systems. I will then look at pros and cons of using

AWS compared with more traditional approaches, and will end

with some guidelines for creating applications that work well

with Amazon’s services.

AWS comprises a diverse range of services that you can use

individually or in combination depending upon your

requirements. Amazon exposes these services to customers

through API interfaces that understand SOAP or REST-like

messages, so developers can interact with them directly and

control them programmatically. For simplified service access,

Amazon also offers a web management console interface for a

limited number of services, while third-party providers offer

additional value-adding tools for managing large application

deployments.

To give you a taste of the capabilities offered by AWS I will

start with a brief summary of the most popular services.
1
1 I

apologize in advance for the avalanche of acronyms.

Simple Storage Service (S3)

With S3 you can store, retrieve and distribute large amounts of

data reliably and at low cost. You control the access rights for

your data, which means that you can choose to keep it private,

to share it with specific AWS account holders, or to make it

publicly available. S3 can be used as a secure data warehouse,

as an off-site backup location, or as a means to distribute large

files to many people.

(continued)


